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Abstract 


This document describes the testing result of a network utilizing a 
Mapping of Address and Port using Translation (MAP-T) double 
translation solution; it provides an overview of user applications” 
behavior with a shared IPv4 address. 


The MAP-T software is from CERNET Center and the test environment is 
on the NIC.br network with real and virtualized machines. 


Status of This Memo 


This document is not an Internet Standards Track specification; it is 
published for informational purposes. 


This is a contribution to the RFC Series, independently of any other 
RFC stream. The RFC Editor has chosen to publish this document at 
its discretion and makes no statement about its value for 
implementation or deployment. Documents approved for publication by 
the RFC Editor are not a candidate for any level of Internet 
Standard; see Section 2 of RFC 5741. 


Information about the current status of this document, any errata, 


and how to provide feedback on it may be obtained at 
http: //www.rfc-editor.org/info/rfc7703. 
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1. Introduction 


This testing is based on most common applications utilized by home 


users. The main purpose is to check if those applications work 
correctly on a network using MAP-T [RFC7599]. MAP-T is based on 
[RFC6791]. 


Based on testing, we know which applications could be used on a 
network with MAP-T and the impact on a typical Internet user in 
Brazil. The classification as a working application is based on user 
experience, not on network measurements. 


2. Testbed Overview 


2.1. Network Topology 


------- 4R--------4 

/ NIC.br \ IPv4 ------- IPv6| IPv6 |IPv6 ------- IPv4 ------ 
| IPv4 |----| MAP-T |----| only |----| MAP-T |----| Host | 

\ Network / | Core | | Router | | | CPE 1 | | 1 
------- oo +--------+ | ------- ------ 
ev | Sakte IPw4 ===> 
| |-| MAP-T |----| Host | 
------- | CPE n | n | 


/ NIC.br \ | ------- ------ 
|  IPv6 | 
\ Network / 


Figure 1: Network Topology Used in the Tests 


The MAP-T Core and MAP-T Customer Premises Equipment (CPE) are 
virtualized Linux machines running Fedora 11 and MAP-T 1.1 software 
developed by CERNET (https://github.com/cernet/MAP). 


The host machine is, in fact, three virtualized machines: one with 
Linux Kubuntu 12.04, one with Windows 7, and one with Windows XP. 
The host machine is replaced in the topology to test each operating 
system (OS). 


The IPv6 router is a Linux machine with static routes to match the 
MAP-T network topology routes. 


The NIC.br IPv4 Network is an IPv4 network with public IPv4 
addresses. It is connected to the global IPv4 Internet. 
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The NIC.br IPv6 Network is an IPv6 network with global unicast IPv6 
addresses. It is connected to the global IPv6 Internet. 


The host may have both IPv4 and IPv6 addresses, but to guarantee that 
the translation was being tested, the host received only an IPv4 
address; the IPv4 packet must be translated to pass on the IPv6-only 
network. If the host is assigned an IPv6 address, this address 
should have a preference as specified in [RFC6555], and the 
translation might not be tested in some cases where the application 
or the content provider is available on IPv6. 
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Configuration Files 

1. MAP-T Core 

onfiguration summary: 
ipv6-prefix-2001:db8:6:d600::/56 
ipv4-prefix=198.51.100.248/29 
interface-ipv6-only-2001:db8:6:e000::2/64 
interface-ipv4-wan-192.0.2.171/27 

onfiguration file: 

#!/bin/sh 

./control stop 

# configure system profile 

echo 1 > /proc/sys/net/ipv4/ip_forward 

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding 

echo 0 > /proc/sys/net/ipv6/conf/eth0/autoconf 

echo 0 > /proc/sys/net/ipv6/conf/ethl/autoconf 

# configure eth0 -- IPv6 interface 

ifconfig eth0 down 


ifconfig eth0 up 
ifconfig eth0 inet6 add 2001:db8:6:e000::2/64 


November 2015 


ip -6 route add 2001:db8:6:d600::/56 via 2001:db8:6:e000::1 dev ethO 


route -A inet6 add default gw 2001:db8:6:e000::1 


# configure ethl -- IPv4 interface 

ifconfig ethl down 

ifconfig ethl up 

ifconfig ethl 192.0.2.171/27 

ip route add default via 192.0.2.161 dev ethl 


./control start 


./utils/ivictl -r -p 198.51.100.248/29 -P 2001:db8:6:d600::/56 -R 16 


-M 2 
./utils/ivictl -r -d -P 2001:db8:6:d6ff::/64 
./utils/ivictl -s -i ethl -I eth0 


service iptables stop 
service ip6tables stop 
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2.2.2.  IPv6-Only Router 


Configuration summary 


MAP-T Testing 


o interface-ipv6-to-mapt-core-2001:db8:6:e000::1/64 


o interface-ipv6-to-mapt-cpel-2001:db8:6:e001::1/64 


o interface-ipv6-to-gateway-2001:db8:0:6160::ed19/64 


Configuration file: 


#!/bin/sh 


# configure system profile 
echo 1 > /proc/sys/net/ipv4/ip_forward 


echo 
echo 
echo 
echo 


ooo. 
VVVV 


# configure eth0 -- 
ifconfig eth0 down 
ifconfig eth0 up 

ifconfig eth0 inet6 


# configure ethl -- 
ifconfig ethl down 
ifconfig ethl up 

ifconfig ethl inet6 


# configure eth2 -- 
ifconfig eth2 down 
ifconfig eth2 up 


/proc/sys/net/ipv6/conf/all/forwarding 
/proc/sys/net/ipv6/conf/eth0/autoconf 
/proc/sys/net/ipv6/conf/ethl/autoconf 
/proc/sys/net/ipv6/conf/eth2/autoconf 


IPv6 interface to core 


add 2001:db8:6:e000::1/64 


IPv6 interface to cpe 


add 2001:db8:6:e001::1/64 


IPv6 interface gateway 


ifconfig eth2 inet6 add 2001:db8:0:6160::ed19/64 


ip -6 route add 2001 
ip -6 route add 2001 


ip -6 route add 2001 
ip -6 route add 2001 


ip -6 route add ::/0 


:db8: 
:db8: 


:db8: 
:db8: 


Oo 


Oo 


:d640: 
td6ff: 


:e000: 
:e001: 


:/64 via 2001:db8:6:e00 
:/64 via 2001:db8:6:e00 


:/64 dev ethO 
:/64 dev ethl 


via 2001:db8:0:6160::1ab6 dev eth2 


service iptables stop 


service ip6tables st 
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1::2 dev ethl 
0::2 dev ethO 
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2.2.3. MAP-T CPE 1 
Configuration summary: 
o ipv6-prefix=2001:db8:6:d600::/56 
o ipv4-prefix-198.51.100.248/29 
o interface-ipv6-only=200l:db8:6:e001::2/64 
o interface-ipv4-lan=198.51.100.249/29 
Configuration file: 
#!/bin/sh 
./control stop 


# configure system profile 

echo 1 > /proc/sys/net/ipv4/ip_forward 

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding 
echo 0 > /proc/sys/net/ipv6/conf/eth0/autoconf 
echo 0 > /proc/sys/net/ipv6/conf/ethl/autoconf 


# configure eth0 -- IPv6 interface 

ip -6 link set eth0 down 

ip -6 link set eth0 up 

ip -6 addr add 2001:db8:6:e001::2/64 dev ethO 

ip -6 route add default via 2001:db8:6:e001::1 dev eth0 


# configure ethl -- IPv4 interface 

ip link set ethl down 

ip link set ethl up 

ip addr add 198.51.100.249/29 dev ethl 


./control start 

./utils/ivictl -r -d -P 2001:db8:6:d6ff::/64 
./utils/ivictl -s -i ethl -I eth0 -H -a 198.51.100.250/29 
-P 2001:db8:6:d600::/56 -R 16 -M 2 -0 0 -c 1440 


service iptables stop 
service ip6tables stop 
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2.2.4. Host 1 


The host could be Linux, Windows 7, or Windows XP, so there isn't a 
script for each of them. The following must be configured manually: 


o ipv4-address-198.51.100.250/29 

o ipv4-gateway=198.51.100.249 

o ipv4-DNS-8.8.8.8 

o IPv6 is disabled 

The communication using IPv6 from/to the host to/from the Internet 
has no limitation and is not impacted by the translation mechanism. 


IPv6 is disabled to guarantee that the translation is being used. 


3. Operating Systems Used in This Test 


3.1. Linux 
$ Ke GE SER ETTE Sass SSeS ase a PT Mr + 
los | Linux | 
$ AO O sr + 
[Details [Ubuntu 12.04 LTS Kernel 3.2.0-23 | 
+-============= ------------------------------------------------ + 
|Architecture |32 bits | 
O AA E === ================ + 


3.2. Windows 7 


4-------------- HO =~ === === +--+ == === === ----- + 
los [Windows 7 

4-------------- $----------------------- == === +--+ === === ----- + 
|Details |Windows 7 Ultimate 

4-------------- HO === == === +--+ === === ------- + 
|Architecture |64 bits | 
4-------------- -—— * 
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4. 


Windows XP 


4-------------- HO === == === -- = - === === ----- 
los [Windows XP 

4-------------- HO / AZ JJ JE 
|Details |Windows XP Professional Service Pack 3 
4-------------- r— 5555-5 555-5555 5 = 5-5-5555 === --- 
|Architecture |32 bits 

4-------------- -————— 


Application Testing Summary 


The table below contains the summary of the testing results. The 
details of each test are included in Appendix A. 


4------------------------------ 4----------------------- 4------------ 
| Category | Application | Result 
4------------------------------ +======================= +============ 
Browser Google Chrome Passed 
Browser Mozilla Firefox Passed 
Browser Internet Explorer Passed 
Browser Safari Passed 
Browser Lynx (text browser) Passed 
Web browsing www.google.com Passed 
Web browsing www.msn.com Passed 
Web dynamic content Flash Player Passed 
Web dynamic content Silverlight Passed 
Web dynamic content Java applets Passed 
Web dynamic content HTML5 websites Passed 
Video-stream website www.youtube.com Passed 
Video-stream website www.dailymotion.com Passed 
Video-stream website www. zappiens.br Passed 
Social-networking website www.facebook.com Passed 


| 
| 
| 
| 
| 
| 
| 
| 
| 
| 
Social-networking website www.twitter.com | Passed 
| 
| 
| 
| 
| 
| 
| 


Webmail www.gmail.com Passed 
Webmail www.hotmail.com Passed 
Real-time Internet text Chat rooms of UOL Passed 
messaging (chat) website content provider 
Image-hosting site www.flickr.com Passed 
Communication protocol Skype Passed 
Communication protocol Google Talk Passed 
Communication protocol Jabber (XMPP) Passed 
Communication protocol MSN Messenger Passed 
Communication protocol IRC Passed 
Torrent client Vuze Partially 
Passed 
Torrent client uTorrent Partially 
Passed 
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Torrent client Ktorrent Partially 

Passed 

Remote access and file ssh Passed 
transfer software 

Remote access and file ftp Failed 
transfer software 

Remote access and file FileZilla ftp Passed 
transfer software 

Remote access and file wget Passed 


| | | 

| | | 

| | | 

| | | 

| | | 

| | | 
transfer software | | | 
Antivirus update | Avira | Passed | 
| | | 

| | | 

| | | 

| | | 

| | | 

| | | 

| | | 

| | | 


Antivirus update AVG Passed 
Antivirus update Avast Passed 
Media player updates and VLC Passed 
video streaming 
Media player updates and RealPlayer Passed 
video streaming 
Media player updates and Windows Media Player Passed 
video streaming 
Network testing tool ping outbound Passed 
Network testing tool ping inbound Failed 
Network testing tool traceroute Failed 
Network testing tool tracert Failed 
$e SSS SSS SSeS Se SSS ar SS === RR => SSS SSS SSS do + 


5. Effect Analysis 
5.1. User Experience 


User experience can only be evaluated subjectively: there is no 
quantitative rule to define if the user experience is acceptable. 
Network delay, streaming experience, and download time are similar to 
a network without MAP-T using IPv4 addresses and a NAT44 on the CPE. 


The user experience was reported to be very good. Almost all the 
software and websites worked correctly, the exceptions were the 
network traceroute and command-line FTP. 


The traceroute is only capable of reaching the MAP-T CPE and 
receiving a return message that the destination net is unreachable. 


The command-line FTP, using active mode, is capable of connecting to 
the host with or without authentication, creating, deleting, and 
navigating folders, but it is not capable of listing folder contents 
or sending/receiving files. The differences between active and 
passive mode are explained in [RFC959]. 
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The BitTorrent applications can't seed or share files, since there 
aren't incoming connections to the host, it may cause some 
difficulties and low downloading speeds. 


5.2. Testing Summary 


The working applications had no need of a special configuration to 
function. The user experience was reported to be very good. Almost 
all the software and websites worked correctly, the exceptions were 
the network traceroute and command-line FTP. 


The command-line FTP doesn’t work correctly because active mode 
requires incoming connections to specific ports without having an 
outbound connection on those ports. When the test was run on FTP 
passive mode on Linux, the FTP worked correctly. When the test was 
run on FTP passive mode on Windows 7 and Windows XP, the FTP didn't 
work correctly. When using FileZilla FTP in passive mode, FTP worked 
on all tested operating systems. 


The network traceroute doesn't work in inbound or outbound directions 
because there is no continuity of the IPv4 network, as it is 
interrupted by an IPv6-only network. The tool is not capable of 
detecting the hosts in this IPv6-only network and because of that the 
traceroute doesn't succeed. 


The testing was run with the version 1.1 of the MAP-T software 
developed by CERNET. In this version, the MAP-T CPE uses a NAT44, so 
it is not possible to receive incoming connections even on the ports 
assigned to the host by the address plus port division. Because of 
that, it is not possible to configure a server on the host. We 
provided this feedback to the CERNET team and they developed a new 
version of the software (2.2c) that is capable of receiving incoming 
connections on specific ports in each CPE. 


6. Future Testing Considerations 


Future tests should consider testing Mapping of Address and Port with 
Encapsulation (MAP-E) [RFC7597] as well (currently supported in the 
new version of CERNET's MAP software). Other operating systems (Mac 
OS, Android, IOS, etc.), devices (mobile phones, tablets, video 
games, etc.), and programs (mail and instant messaging clients and 
servers) could be tested, too. Another consideration is the port 
sharing ratio and if it affects performance and functionalities. The 
results of the testing made in MAP Interoperability Testing Results 
[MAP-TESTING] are also relevant for future tests. Impact on other 
protocols, like DNS and DNSSEC, could also be verified. 
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7. Security Considerations 


There are no new security considerations pertaining to this document. 
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Appendix A. Application Testing Details 
A.1. Browsers 


A.1.1. Google Chrome 


4------------- $ - - - - - = = + 
|Test Item | Browser | 
+============= $ - - - - = = = + 
| Sub-Item |Google Chrome 
4------------- 4----------------------------------------------------- t 
| Test OS | Linux, Windows 7, Windows XP 
4------------- $ - - - - = = = + 
|Software |20.0.1132 (Linux), 21.0.1180 (Windows 7, Windows XP) | 
| Version | | 
4------------- $ - - - - = = = + 
|Test |Check the browsing experience with Chrome browser 
|Objective [behind the double translation of MAP-T. 
4------------- $ - - - - = = - + 
|Test |1. Open browser and input a content provider address. | 
|Procedure |2; After loading the page, load one of the latest | 
news pages that has not been accessed yet. 

3. Check whether contents can be accessed and 
| | displayed. | 
4------------- $ -- - - = - = = = + 
|Expected |Browser can open and display content correctly. | 
|Result | | 
ps ————— ——— : 
|Actual Result |Passed 
4------------- $ -- - - - = + 
|Remarks | 
4------------- $ - - - - - = = = + 
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+============= $ O O O «ss er + 
| Test Item | Browser | 

+============= å EE Ea SS SS SS 225 gn oe tt + 
| Sub-Item |Mozilla Firefox 

+============= $ O O O O E O + 
| Test OS |Linux, Windows 7, Windows XP 

+============= $ O O O O O O O + 
| Software |13.0.1 (Linux), 14.0.1 (Windows 7, Windows XP) | 
Version | 

+============= A KR LEESE uL eu + 
|Test |Check the browsing experience with Firefox browser 
|Objective [behind the double translation of MAP-T. 

4------------- E MR DIL SNS RR RS PS JET EKTE TE + 
Test 1. Open browser and input a content provider address. 
Procedure 2. After loading the page, load one of the latest 
| | news pages that has not been accessed yet. 
| |3. Check whether contents can be accessed and 
| | displayed. | 

+=========== Di dr PC E t 
Expected Browser can open and display content correctly. 

Result 

Mee Nace ——————— — RH : 
|Actual Result |Passed 

+============= EG EE IE ESKE SOE EEE SSE Se eS SA + 
| Remarks | 

+============= $ O O O O O O O + 
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A.1.3. Internet Explorer 
PEST o SS SSeS + 
|Test Item | Browser | 
$ a a ais iia io SS == + 
| Sub-Item | Internet Explorer 
$ E E A AÑ A A TE AE L 5 = + 
|Test OS [Windows 7, Windows XP 
ASS ae RS + 
| Software |8.0.7600 (Windows 7), 8.0.6001 (Windows XP) | 
Version | 
FS oe +++ 2220922 + 
| Test | Check the browsing experience with Internet 
|Objective |Explorer behind the double translation of MAP-T. | 
pes===3=s5:=== E ===== === SSeS Sa SSS SSS SSeS Sa SSS SSeS Sass + 
Test 1. Open browser and input a content provider address. 
Procedure 2. After loading the page, load one of the lastest 
| | news pages that has not been accessed yet. 
| |3. Check whether contents can be accessed and 
| | displayed. | 
+—========== A A ep eue Ame + 
Expected Browser can open and display content correctly. 
Result 
A EEE E eta ceo ted : 
|Actual Result |Passed 
=== Ss Ge ME ES a + 
| Remarks | 
+------------- A A A = = + 
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A.1.4. Safari 
toa soa A O O ================= + 
| Test Item | Browser | 
de 22355 iia iii + 
| Sub-Item [Safari | 
do == Sposa aS due eee ee SS Se ae E ee ee + 
|Test OS |Windows 7, Windows XP 
tessere ii E + 
| Software [5.1.7 (Windows 7, Windows XP) 
Version | 
$ He patinete sos Hop =+=+= ++ + 
| Test [Check the browsing experience with Safari browser 
[Objective [behind the double translation of MAP-T. 
tos ===23 +58 HSA ARAS PA RS ARS TS RS eee + 
Test 1. Open browser and input a content provider address. 
Procedure 2. After loading the page, load one of the latest 
| | news pages that has not been accessed yet. 
| |3. Check whether contents can be accessed and 
| | displayed. | 
¿SS SES AAA A kand O E nt oa + 
Expected Browser can open and display content correctly. 
Result 
TER A oa makt 
|Actual Result |Passed 
$ iS a ae eee ASA a eee A Se + 
| Remarks | 
$ A O O O O O E + 
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.5. Lynx (Text Browser) 

FOSA RES o oS DRE + 
|Test Item | Browser | 

$ nse a a oo aia nd de + 
| Sub-Item |Lynx (text browser) 

$ E E 4----------------------------------------------------- + 
| Test OS | Linux | 

fae a SS he SS SS SS Se a eS eS Se + 
|Software |2.8.8 (Linux) 

Version | 

q-—————2--64-—— ER Soap aereos EE + 
| Test | Check the browsing experience with Lynx browser 
|Objective [behind the double translation of MAP-T. 

A EO SE E E S + 
Test 1. Open browser, input a webmail address and perform 
Procedure the login. 
| |2. After loading the page, verify the directories of | 
| | the account and check for stored emails. 
| |3. Check whether the webmail content is accessed and | 
| | displayed. | 

$ 4-—--------------------------------------------------- t 
| Expected |Browser can open and display content correctly. | 
EE | | 

TN ——— — O— is f 
|Actual Result |Passed 

R A A A E See + 
| Remarks | 

$ A ¿A == 5 = + 
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.1. www.google.com 
4------------- $ - - - - = = + 
|Test Item |Web browsing 
4------------- $ - - - - = - = + 
| Sub-Item |www.google.com 
4------------- 4----------------------------------------------------- t 
| Test OS | Linux, Windows 7, Windows XP 
4------------- 4----------------------------------------------------- t 
| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
[Version | | 
4------------- $ - - - - = = - + 
|Test |Check whether we can access the services of Google, | 
Objective including the search mechanism, behind the double 

translation of MAP-T. 
4----------- $ - - - - = = + 
|Test | Ta Open browser and input the Google search engine | 
|Procedure | address. 

[2 After loading the page, perform a new search. | 
| de Check whether the website addresses Google 

outputs match the search results. 

| |4. Access the Google Maps service. 
| |5. After loading the page, switch to satellite | 
| | view. | 
| |6. Perform a known street address search. 

7. Check whether the satellite images of the street 

are displayed. 
+------------- $ -- - - - - - 5 = + 
|Expected |The search engine recognizes requests from user. | 
|Result |The Maps service displays the satellite images of | 
| [the appointed localization. 
4------------- 4----------------------------------------------------- t 
[Actual Result |Passed 
4------------- $ - - - - - - = - + 
|Remarks | 
4------------- $ - -- - = = + 
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.2.  www.msn.com 

4------------- A O == O LLELEEEELÉEZLZÉZR + 

| Test Item |Web browsing 

de 22253 a dn SSS + 

| Sub-Item | www. msn. com 

o SHS a a ee ee + 

| Test OS |Linux, Windows 7, Windows XP 

=== 5=== ta SSS SS SS SS 32393327273 SS Pops dramaet + 

|Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 

Version | 

$ Hansa EE sess eases ssa + 

|Test |Check whether the various content provided by the 

|Objective |MSN website can be accessed behind the double | 

| [translation of MAP-T. 

4------------- A O O O =============== + 

| Test |1. Open browser and input the MSN website address. 

[Procedure |2. After loading the page, load one of the latest | 

| | news pages that has not been accessed yet. 

| |3. Check whether contents can be accessed and 

| | displayed. | 

dd Dr ARE Sa PEN VE ae ee bd ea ke ad dd a + 

| Expected |MSN content can be opened and displayed correctly | 

[Result | | 

Hs===== === == TP RSS SS RS ARSS SAS RAS E AR SS at + 

[Actual Result |Passed 

$ sa + 

|Remarks | 

+—============ += === == == == === === === === == == == == == == =============== + 
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«1. Flash Player 


$ a ii aiii C C E ee + 
| Test Item |Web dynamic content 

R------------- A O (dx ct ZW tr + 
| Sub-Item |Flash Player 

R------------- fa E E + 
| Test OS | Linux, Windows 7, Windows XP 

+—============ AEE VRAKET E ok TU EE ETTE VESKE ES ETE HE + 
| Software |13.3.31.109 (Linux), 11.3.31.227 (Windows 7), | 


| Version 


|11.3.300 (Windows XP) 


|Test |Check whether Flash content (videos, mainly) can be | 
Objective downloaded and displayed behind the double 
translation of MAP-T. 

o li e a aia de + 

| Test |1. Open browser and input the Adobe website address. | 

[Procedure |2. Download and install the version of Adobe Flash | 

| | Player better suited to the system in use. 

| å Refresh or reopen the browser and input the 

YouTube address. 

| |3. After loading the page, load one of the last | 

| | videos posted, not displayed yet. 

| |4. Check whether the video is loaded and displayed | 

| | in the Flash version of YouTube player. 

pne Er len eter a a ie aa aa + 

| Expected | Video played in Flash can be displayed correctly. | 

hen | | 

PROS pS SSS SS aS SSS SSeS + 

|Actual Result |Passed 

$ A O O O A RER + 

| Remarks |Example used: http://www.flashexample.com/ 

$ 4--—---------------------------c--c---------------------- * 
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R-—----------- A O O a E S + 
| Test Item |Web dynamic content 

+—============ iaa ia ee + 
| Sub-Item [Silverlight | 
+—============ ——Nhh sist + 
|Test OS |Linux, Windows 7, Windows XP 

+—============ A Wir + 
| Software |Moonlight 3.99.0.3 (Linux), 5.1.10411 (Windows 7, | 
Version |Windows XP) 

R------------- UR I I PEE * 
| Test [Check whether Silverlight content can be downloaded | 
[Objective land displayed behind the double translation of | 
| |MAP-T. | 
5 ee R-—--------------------------------------------------- * 
| Test 1. Open browser and input the Microsoft website 
[Procedure address. 


Expected 
Result 


| 
| 
|2. Download and install t 
| Silverlight better sui 
|3. Refresh or reopen the 
address, search for a 
| open the link of a res 
| in the References). 
|4. After loading the page 
| whether the plugin is 
T 


[Actual Result |Passed 
a Fay TS indi mins GE RSS sd le de + 


Linux must use Moonlight 
Silverlight as it is not 
| The Moonlight plugin for 
[refreshing the images of 


he version of Microsoft 
ted to the system in use. 
browser, input the Google 
"Silverlight Example” and 
ult (examples can be found 
with and example, check 
working properly. 


as alternative to 
available for Linux. 
Linux has problems 
applets. Images are only 


|refreshed when the user comes back to the | 
|display of the tab running Moonlight. | 
Example used: http://flashenabled.wordpress.com/2007 | 

+ 


/07/09/from-a-to-z-50-silverlight-applications/ 
4------------- a 
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PERRAS IR ESSE SS eS ee See SS A SS + 

| Test Item |Web dynamic content 

$ E a as oia aio a SSeS + 

| Sub-Item |Java applets 

$ Snn 4----------------------------------------------------- + 

| Test OS |Linux, Windows 7, Windows XP 

Fer Pole See Se See SoS SSS SSS + 

| Software |1.6.0 24 open jdk (Linux), jdk 7.0.5 (Windows 7, | 

Version |Windows XP) 

asses oe ++ FE HSS Sn aa Si SS ae esses SAS + 

|Test [Check whether Java applications can be downloaded 

[Objective land executed behind the double translation of MAP-T. | 

qposc-essccescc fas === 202222299 ==S 5925252228292 => + 

Test 1. Open browser and input the Java website address. 

Procedure 2. Download and install the version of Java better 

| | better suited to the system in use. 

| |3. Refresh or reopen the browser, input the Google | 

| | address, search for a ‘Java Example’ and open the | 

| | link of a result (examples can be found in the | 

| | References). | 

4. After loading the page with and example, check 

| | whether the plugin is working properly. 

quem medeier Ea eder RSS See SS stend ret nd ee SSS se ees ES + 

| Expected |Java applet executes correctly. 

[Result | | 

—— ———— : 

[Actual Result |Passed 

$ O A tet SS + 

| Remarks |Example used: 

| [http://profs.etsmtl.ca/mmcguffin/learn/java/ 

$ A A A = = + 
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+============= += === == == == == === === === === === == == == == == =============== + 

|Test Item |Web dynamic content 

de 22253 a ii + 

| Sub-Item |HTML5 websites 

Hosea Sposa SHS a e eS ee + 

|Test OS |Linux, Windows 7, Windows XP 

=== 5-S== D aS SSS M reka Pas ee este + 

| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 

Version | 

$ 4----------------------------c------------------------ * 

| Test [Check whether the contents of HTML5 websites can be | 

[Objective | downloaded and displayed behind the double | 

| [translation of MAP-T. 

4R------------- A O O + 

| Test |1. Open browser and input the Google address. 

[Procedure 12. Search for a 'HTML5 Example’ and open the link of | 

| | a result (examples can be found in the 

| | References). | 

| |3. After loading one page with video content, load a | 

video. 
4. Check whether the video is displayed properly. 

desa ann 2 SO O SS A SS eek RS + 

| Expected | HTML5 website content can be downloaded and 

as ei without errors. 

$ EA RA ÓN E RE A E i 

|Actual Result |Passed 

+—============ += === == == == == === === === === === == == == == ================= + 

| Remarks [Example used: http://10lbesthtml5sites.com/ | 

Hs A A oe ee da + 
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A.4.1. www.youtube.com 
a ia iia SS iii + 
| Test Item |Video-stream website 
$ a E UM * 
| Sub- Item | www. youtube.com 
He === 5==== iii + 
| Test OS | Linux, Windows 7, Windows XP 
prassa prasmi ETE aa + 
| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
[Version | | 
+—============ ———K—vNhmrqMA/ O O O S + 
| Test [Check whether videos and contents of the YouTube 
Objective streaming video website can be downloaded and 

displayed behind the double translation of MAP-T. 

4----------- des SSSR SHS esas Hs esee hd ak ads att + 
| Test |1. Open browser and input the YouTube address. 
[Procedure |2. After loading the page, load one of the last | 
| | videos posted. | 
| |3. Check whether the video is loaded and displayed. | 
+—========== += === == == == == === === === === == == == == == ================= + 
| Expected | YouTube video can be downloaded and displayed | 
[Result [correct ly. 
cd ME EE NE | 
|Actual Result |Passed 
$ E + 
| Remarks | 
+============= Ea a ei + 
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«2. www.dailymotion.com 

+—============ + == === == == == == === == === === === == == == O T + 
|Test Item |Video-stream website 

de 325 =S ts == 52 SS SSS SSS SSS SS Se 5292223222254 22 ES + 
| Sub-Item | www. dailymotion.com 

o SHS a ii a eS SI EE + 
| Test OS |Linux, Windows 7, Windows XP 

=== 2325 2 =S ts SSS SSS SS SS SS eS Pops 2 +22 Ss SS + 
|Software |Chrome and Firefox (Linux, Windows 7, Windows XP) | 
Version | 

$ 4-----------------c--cc---------c------------------------ * 
| Test [Check whether videos and contents of the Dailymotion | 
[Objective [streaming video website can be downloaded and 


| displayed behind the double translation of MAP-T. | 


| Test |1. Open browser and input the Dailymotion address. 

[Procedure |2. After loading the page, load one of the last | 

| | videos posted. | 

| |3. Check whether the video is loaded and displayed. | 

+----------- Se a SS + 

Expected Dailymotion video can be downloaded and displayed 

aaa pr 

FOSSE eter hess Sh E ld + 

|Actual Result |Passed 

=== Ss Pote ita =+ + 

| Remarks | 

+------------- A A A = = + 
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.3. www.zappiens.br 

4------------- A O O LEELELLEELLEER + 
| Test Item |Video-stream website 

de 325 =S ts 2== === +29 SS Ss SS 4 52922205222 SS SS + 
| Sub-Item |www.zappiens.br 

o SHS a ei E Oe + 
|Test OS |Linux, Windows 7, Windows XP 

=== 5=== Å ee SS SSS te rear es = SS + 
|Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
Version | 

$ A O O O O NR + 
| Test [Check whether videos and content of the Zappiens 
[Objective 


|website) can be downloaded and displayed behind the 


[streaming video website (Brazilian digital content | 


|double translation of MAP-T. 


4----------- 4----------------------------------------------------- t 
| Test [ds Open browser and input the Zappiens address. 
[Procedure ee After loading the page, load one of the last | 
| | videos posted. Alternate between the three formats | 
| | of display available. 
| |3. Check whether the video is loaded and displayed. | 
+----------- $ - - - - - = + 
|Expected |Zappiens video can be downloaded and displayed | 
[Result [correctly in the three available formats. 
A TE : 
[Actual Result |Passed 
4------------- $ -- - - = = = = = + 
|Remarks | 
4------------- $ -- = - - == + 
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.1. www.facebook.com 

4------------- 4-----------------------------------2-2----------------- + 

| Test Item |Social-networking website 

4------------- $ - - - - - = + 

| Sub-Item | www. facebook. com 

4------------- $ - - - - - = + 

|Test OS | Linux, Windows 7, Windows XP 

4------------- 4----------------------------------------------------- t 

| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 

[Version | | 

4------------- $ - - - - - 5 5 + 

|Test |Check whether a Facebook account can be accessed and | 

Objective Facebook applets (as chat) can be executed behind 

the double translation of MAP-T. 

4----------- 4----------------------------------------------------- t 

| Test |1. Open browser, input the Facebook address, and 

[Procedure | perform the login. 

| |2. Navigate between profiles. 

3. Check whether contents are loaded and displayed. | 

| E Open the chat applet and perform messages 

| | exchanges. | 

| |5. Check whether contacts are displayed and messages | 

| | can be exchanged. | 

+----------- $ - - - - = 5 + 

Expected Profiles can be accessed and displayed correctly. 

Result Applets execute without errors. 

ne A eR aS 1 

[Actual Result |Passed 

4------------- $ - - - - = = = + 

|Remarks | 

4------------- 4----------------------------------------------------- + 
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.2. www.twitter.com 

+============= += === == == == == === === === === == == == == O =============== 

|Test Item |Social-networking websites 

de ts 2 ==> 2 de 5 52322205 222254 SSS 

| Sub-Item | www.twitter.com 

o SHS A A Nur e ar e 

| Test OS |Linux, Windows 7, Windows XP 

=== 5=== ts 5355225222522 05 Pops 2 eS SS 

| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) 

|Version | 

$ 4-----------------------------c------------------------ 

| Test [Check whether a Twitter account can be accessed and 

[Objective [Twitter applets can be executed behind the double 

| [translation of MAP-T. 

4------------- A O O O A 

| Test |1. Open browser, input the Twitter address, and 

[Procedure | perform the login. 

| |2. Navigate between profiles. 

| |3. Check whether contents are loaded and displayed. 

1 SAS A O nd ere sn es ken A a RES 

Expected Profiles are accessed and displayed correctly. 

Result | 

EE EEE EE EE 

|Actual Result |Passed 

$ ii o AS A a eee SE 

| Remarks | 

$ A O O O O O E 
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Webmails 
.1. www.gmail.com 
4------------- $ - - = - - = + 
|Test Item | Webmail | 
4------------- $ - - - - - - = + 
| Sub-Item |www.gmail.com 
4------------- $ - - - - - = = = + 
|Test OS | Linux, Windows 7, Windows XP 
4------------- $ - -- - = = + 
|Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
| Version | | 
4------------- $ - - - - = = + 
|Test |Check whether Gmail webmail can be accessed and 
Objective Gmail applets can be executed behind the double 


translation of MAP-T. 


$ o ee eee CI + 

|Test |1. Open browser, input Gmail address, and perform the| 

|Procedure | login. 

| |2. After loading the page, verify the directories of | 

| | the account and check for stored emails. 

3. Check whether the webmail content is accessed and 

| | displayed. | 

$ 4-----------------------------c------------------------ * 

| Expected [Account can be accessed and emails can be displayed | 

[Result [without errors. 

4------------- A EEE ESS KE eee ee ee Sess + 

|Actual Result |Passed 

$ A O O a aa + 

| Remarks | 

too ro | nc D D C DL * 
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.2. www.hotmail.com 

+—============ + == === == == == == === === === === === == == == == == =============== + 

|Test Item |Webmails | 

de 3223 a hr ia alli + 

| Sub-Item |www.hotmail.com 

o SHS a a ii Sa eS ee ee + 

|Test OS |Linux, Windows 7, Windows XP 

=== 5=== Å 53925253 32393327273 SS Pops dram SS E + 

| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 

Version | 

$ A O == O ================—= + 

| Test [Check whether Hotmail webmail can be accessed 

[Objective [behind the double translation of MAP-T. 

$eoncceeesccelce EE rd rd red tr eS +2 + 

Test 1. Open browser, input Hotmail address, and perform 

Procedure the login. 

| |2. After loading the page, verify the directories of | 

| | the account and check for stored emails. 

| |3. Check whether the webmail content is accessed and | 

| | displayed. | 

iS A O O O r ENTE + 

| Expected |Account can be accessed and emails can be displayed | 

[Result [without errors. 

4------------- A O O O + 

[Actual Result |Passed 

$ iS oa SS a ee o E + 

| Remarks | 

$ 4--------------------c-----c-c-------------------------- * 
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A.7. Real-Time Internet Text Messaging (Chat) Website 

A.7.1. Chat Rooms of Universo Online (UOL) Content Provider 
+------------- $ - -- - = = = + 
|Test Item |Real-time Internet text messaging (chat) website | 
4------------- $ - - - - - = = + 
| Sub-Item |Chat rooms of UOL content provider | 
4------------- 4----------------------------------------------------- t 
| Test OS | Linux, Windows 7, Windows XP 
4------------- 4----------------------------------------------------- t 
| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
[Version | | 
4------------- $ - - - - = = 5 + 
|Test [Check whether it is possible to access and use chat | 
|Objective |rooms behind the double translation of MAP-T. | 
4------------- 4----------------------------------------------------- t 
| Test |1. Open browser and input UOL address. 
[Procedure |2. After loading the page, access the "BATE-PAPO" | 
| | link, enter a chat room, fill information fields, | 
| | and submit the solicitation. 

3. Send messages to the chat room. 
4. Check whether messages are sent and displayed. 

4------------- 4----------------------------------------------------- t 
| Expected |The user can enter chat rooms, post messages, and | 
[Result [display others” messages. 
EE EEE : 
|Actual Result |Passed 
4------------- 4----------------------------------------------------- t 
| Remarks | 
4------------- $ - - - - - = + 
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A.8.1. www.flickr.com 
a iii 12 ===S2= 22 sa 5552223220725 22 + 
| Test Item | Image-hosting site 
$ is ii iS rat + 
| Sub-Item |www.flickr.com 
+—============ SSS SSS SS SS SS re kr lite fe + 
|Test OS | Linux, Windows 7, Windows XP 
prse ei + 
| Software | Chrome and Firefox (Linux, Windows 7, Windows XP) | 
[Version | | 
+—============ + == === == == == == === === === === === == == == == ================= + 
|Test |Check whether it is possible to access, upload 
Objective images, and use the interface of the Flickr site 

behind the double translation of MAP-T. 

4------------- PESAR SRP re ee da e E + 
| Test |1. Open browser, input Flickr address, and perform | 
|Procedure | login. 
| |2. After loading the page, upload an image. 
| |3. Check whether the image was uploaded. 
toa saa 4-----------------------------c------------------------ * 
| Expected |The user can log in to the Flickr site and upload | 
[Result | images. 
EE Mr 
|Actual Result |Passed 
$ 4-----------------------------c------------------------ * 
| Remarks | 
hs === == 35==== + =3 5295253955523 === 35733252425 == Sa SS + 
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1 Skype 
+============= $ - - = - - = + 
|Test Item |Communication protocol 
4------------- $ - - - - - = = + 
| Sub- Item | Skype | 
4------------- $ - - - - - = - + 
|Test OS | Linux, Windows 7, Windows XP 
4------------- $ - - -- - = = + 
|Software [4.0.0.7 (Linux), 5.10.0.116 (Windows 7, Windows XP) | 
[Version | | 
4------------- $ -- - - - - 5 5 + 
|Test | Check whether it is possible to log into a Skype 
Objective account and initiate and maintain a Skype session 
behind the double translation of MAP-T. 
4------------- $ - -- - - = = = = = + 
|Test |1. Download and install Skype. 
[Procedure |25 Open Skype and perform login. 
[535 Search for an online contact, start a chat, and | 
exchange messages. 
4. Check the exchange of messages. 
4------------- 4----------------------------------------------------- t 
| Expected | One can login to Skype, identify contacts online, | 
[Result [establish a session with a contact, and exchange | 
| |messages. | 
4------------- 4----------------------------------------------------- t 
[Actual Result |Passed 
4------------- 4----------------------------------------------------- t 
| Remarks | 
4------------- $ - - - - - = + 
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+—============ A O O O tr + 

|Test Item |Communication protocol 

+—============ a is a ii alias iia ais iia + 

| Sub-Item |Google Talk 

+—============ -—--------------------------------------------------- * 

| Test OS | Linux, Windows 7, Windows XP 

+—============ -—--------------------------------------------------- * 

[Software [Pidgin 2.10.3 (Linux), Pidgin 2.10.6 (Windows 7, | 

Version |Windows XP) 

+—============ FR HSS AS HAS AASS SSRS SSE + 

|Test [Check whether it is possible to log into a 

[Objective [Google Talk account and to initiate and maintain a | 

| |session behind the double translation of MAP-T. | 

+—========== Er or ork ar ae ro Sr 92292293228 + 

|Test |1. Download and install Pidgin. 

|Procedure |2. Open Pidgin, configure an Google Talk account, | 

| | and perform login. | 

| ae Search for an online contact, start a chat, and | 

| | exchange messages. | 

| |4. Check the exchange of messages. 

+—========== Hao E E * 

| Expected [One can log in to Google Talk, identify contacts | 

[Result lonline, establish a session with a contact, and | 

| lexchange messages. | 

E FORSATT ar Se SS ann + 

|Actual Result |Passed 

$ A O a a + 

| Remarks | 

$2 -—--------------------------------------------------- * 
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.3. Jabber (XMPP) 

$ -—-—-------------------------------------------------- * 

[Test Item [Communication protocol 

R------------- ios gele alias ica ee ii y + 

| Sub-Item |Jabber (XMPP) | 

+—============ +—= === nn == — === == === == === == === —=—=—== + 

|Test OS |Linux, Windows 7, Windows XP 

+—============ +—= === === == =—=——=——=———— === === —=— == — === == === == === === == === + 

| Software |Pidgin 2.10.3 (Linux), Pidgin 2.10.6 (Windows 7, | 

Version |Windows XP) 

R------------- Um IL IP * 

| Test [Check whether it is possible to log into a Jabber 

[Objective [account and initiate and maintain a Jabber session | 

| |behind the double translation of MAP-T. 

$ FETE apena eae Se eS se Se eS ase Sn + 

|Test |1. Download and install Pidgin. 

|Procedure |2. Open Pidgin, configure an XMPP account and perform| 

| | login. | 

| ae Search for an online contact, start a chat, and | 

| | exchange messages. | 

| |4. Check the exchange of messages. 

$2 Ha So ene ee SPSS + 

| Expected |One can log into Jabber, identify contacts online, | 

[Result lestablish a session with a contact, and exchange | 

| |messages. | 

a aa Psoe nt SSS ann + 

|Actual Result |Passed 

$2 A O O sr + 

| Remarks | 

$2 -—--------------------------------------------------- * 
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+—============ + == === == == == == === === === === === == == == == ================= + 
|Test Item | Communication protocol 

de 2223 tS SSeS Sass = SSS Ss SS + SS As SS ao td ES + 
| Sub-Item |MSN Messenger (Microsoft Notification Protocol) | 
Hosea Sposa SHS a E er eS + 
|Test OS |Linux, Windows 7, Windows XP 

=== 2325 2=S SSS SSS SS ES +22 ++ SS >= ss E + 
| Software [Pidgin 2.10.3 (Linux), Pidgin 2.10.6, and Windows | 
Version |Live Messenger 16.4.3503 (Windows 7), Pidgin 2.10.6, | 


land Windows Live Messenger 14.0.8117 (Windows XP) | 


| Test [Check whether it is possible to log into an MSN 
[Objective [account and initiate and maintain an MSN session | 
| |behind the double translation of MAP-T. 

PAS ci ii FS SSS Se Sar Se See + 
|Test |1. Download and install Pidgin or Windows Live 

| Procedure | Messenger. 

| |2. Open the software installed, configure an MSN | 
| | account (if Pidgin is the software used) and | 
| | perform login. 

3. Search for an online contact, start a chat, and | 
| | exchange messages. | 
| |4. Check the exchange of messages. 
trsa E da EG EE EE esse SS SSS SS Se He Se ae SS Sse + 
| Expected |One can log into MSN, identify contacts online, | 
Result establish a session with a contact, and exchange 

messages. 
+—============ + == === O == === === === === === == == == == R S + 
|Actual Result |Passed 
$= SS AE a ee ee ee oe ea E + 
|Remarks | 
— a 1 : 

Cordeiro, et al. Informational [Page 37] 


RFC 7703 


MAP-T Testing 


-5. IRC (Internet Relay Chat) 


November 2015 


4------------- 4----------------------------------------------------- t 

[Test Item [Communication protocol 

+============= 4-----------------------------------2-2----------------- t 

| Sub- Item |IRC (Internet Relay Chat) 

4------------- 4----------------------------------------------------- + 

| Test OS |Linux, Windows 7, Windows XP 

4------------- 4----------------------------------------------------- t 

[Software [Pidgin 2.10.3 (Linux), Pidgin 2.10.6 (Windows 7, | 

Version |Windows XP) 

4------------- 4----------------------------------------------------- + 

| Test [Check whether it is possible to log into an IRC 

|Objective laccount, join a channel, and send/receive | 

| |messages in a channel, behind the double translation | 

| [of MAP-T. | 

4----------- 4----------------------------------------------------- t 

| Test |1. Download and install Pidgin. 

[Procedure (E Open Pidgin, configure an IRC account, and perform| 

| | login. | 

| |3. Join a channel and send messages. 

4. Check whether the channel was joined and messages 
were displayed. 

4------------- 4----------------------------------------------------- t 

| Expected | One can log into IRC, join a channel, identify users | 

[Result linside the channel, and send and display messages in | 

| [the channel. | 

4------------- 4----------------------------------------------------- + 

|Actual Result |Passed 

4------------- 4----------------------------------------------------- t 

| Remarks | 

4------------- 4----------------------------------------------------- t 
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3. Wait and 
tracker, 
download 


| 
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| 
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A.10.2 uTorrent 
+—============= + == === == == == == === === === === == == == == == == =============== + 
|Test Item |Torrent client 
de 325 => ts pases os eps 2245322322254 23 + 
| Sub-Item |uTorrent 
WeuBeerucsc--- duc M ES er AU UC * 
| Test OS [Windows 7, Windows XP 
ds == 2323 SS ii ii eS betre + 
| Software [3.2 (Windows 7, Windows XP) 
|Version | | 
$ Hon ies EG EE +22 + 
| Test [Check whether the uTorrent BitTorrent client can 
[Objective [connect to a tracker, identify peers, and make a | 
| [direct connection to them behind the double 
| [translation of MAP-T. 
PERS SS D kn O O SAS + 
| Test |1. Download and install the uTorrent client. 
[Procedure |2. Load a torrent file with many seeds and start the | 
| | download. | 
| |3. Wait and check whether the client connects to a | 

tracker, identifies at least one peer, and the 
download starts. 

+—============= a a ga Naa ds rier sten sd + 
| Expected |uTorrent clients can connect to trackers, identify | 
as pou and start downloads. 
Saran an aa eo se ET GE a a MC E + 
[Actual Result |Partially Passed 
$ A O O O ANM NIMM + 
| Remarks |As it is not possible to receive incoming 
| |connections, the software is not capable of 
| |performing the seeding of downloaded files. 
$ A O == O ================= + 
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A.10.3 Ktorrent 
$ 4-----------------c------------c--c---------------------- * 
[Test Item |Torrent client 
de 2223 ds SSS SSS SSS SSS SSS 2053225252203 ed + 
|Sub-Item |Ktorrent 
Hosea Sposa a= E See + 
|Test OS | Linux | 
a 2325 2 =S Sa SS rer beg as S55 = SS SS + 
| Software |4.8.2 | 
[Version | | 
$ MS SE TK se EE KE + 
|Test |Check whether the Ktorrent BitTorrent client can 
|Objective [connect to a tracker, identify peers, and make a | 
| [direct connection to them behind the double 
| [translation of MAP-T. 
PERS SAS SA O OT SAS + 
| Test |1. Download and install the Ktorrent client. 
|Procedure |2. Load a torrent file with many seeds and start the | 
| | download. | 
| |3. Wait and check whether the client connects to a | 

tracker, identifies at least one peer, and the 
download starts. 

desa ani | SS SS O SS O SS RSS SS EE EE + 
| Expected |Ktorrent clients can connect to trackers, identify | 
as erm and start downloads. 
Saran an aa eo se PS ee a iE + 
[Actual Result |Partially Passed 
$ A O O O ANM NIMM + 
| Remarks |As it is not possible to receive incoming 
| |connections, the software is not capable of 
| |performing the seeding of downloaded files. 
$ A O == O ================= + 
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A.10.4. Note about BitTorrent Seeders 


BitTorrent uses distributed queues, each seeder owns the queues for 
the files they have. The seeder informs the tracker that it has the 
file and the tracker informs the clients about this seeder. The 
client sends messages to this announced seeder to try to download the 
file. With no incoming connection, the BitTorrent fails here on the 
MAP-T. Despite being a possible seeder, the machine doesn’t upload 
the file; without upload, it will be considered a leech and will be 
penalized on future downloading speeds. This is the same problem 
that happens on a network with IPv4 without port forwarding. For 
details about the influence on shared IPv4 addresses on torrent, see 
"Behavior of BitTorrent service in PCP-enabled networks with Address 
Sharing" [PCP-BITTORRENT]. 
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A.11 Remote Access and File Transfer Software 
A.11.1. SSH 
a iii += 223329 5522252259235 77252222035 SSeS Sas SSS + 
|Test Item |Remote access and file transfer software 
$ a ie dad er fra + 
| Sub-Item |ssh | 
pece———cLec-— ASS SS SS SS SS Se SS Se SS SS ee SS SS + 
|Test OS | Linux, Windows 7, Windows XP 
Reslc-nesaeplc- e EE + 
| Software lopenssh 5.9 (Linux), putty 0.62 (Windows 7, | 
[Version [Windows XP) 
4------------- Fer E ELE * 
| Test [Check whether it is possible to log into a remote 
Objective machine, via ssh, behind the double translation of 
MAP-T. 
4R------------- o in ci E + 
| Test |1. Install openssh-client (Linux) or putty (Windows) | 
[Procedure | on a host inside MAP-T network. 
|2. Attempt a connection to the host from a machine | 
outside the MAP-T network. 
3. Check whether the remote access is established. 
desa ===> E ar SS A SS SS SS SS nt arsen + 
| Expected |MAP-T client can make or accept remote access to | 
as [Um outside MAP-T network via ssh. 
4------------- EDEN EE ERE MERE TE EE ED KE a i 
|Actual Result |Passed 
+—============ ————KNmvvVGZ[(GHuZ O O O ner + 
| Remarks | 
Has AS ÓN + 
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A.11.2 FTP 
$ san 
|Test Item |Remote access and file transfer software 
de 255 st ===> 2525352253525 22352203 es 
| Sub-Item | ftp 
a a SS a ae IUE 
|Test OS |Linux, Windows 7, Windows XP 
$ === 5-=== ii ii tr ee 
| Software [standard command-line FTP (Linux, Windows 7, Windows 
| Version | XP) 
+============= $s ne SEM TE EE ES AE 
|Test [Check whether it is possible to log into a remote 
udis |FTP server behind the double translation of MAP-T. 
EE 
|Test |1. Connect to an FTP server outside MAP-T network. 
[Procedure h2: Attempt to create, delete, and browser folders. 
| |3. Attempt to list, send, and receive files. 
RS SS OS == SSS Ss SS SSS SS SS 3 +2 9203 SS ad ASS EE 
| Expected [To complete all described actions in the server. 
Result 
4------------- A O == O get ing RE 
|Actual Result |Failed 
ts dra ata AS 
| Remarks |It is possible to connect to the server with or 
| without authentication. 
It is possible to create, delete, and browse 
| | folders. 
| | It is not possible to list, send, and receive files 
| lin active mode. Using passive mode in Linux, it is 
| [possible to list, send, and receive files. Using 
| passive mode on Windows 7 and XP didn't solve the 
problem with list or sending and receiving files. 
| |It looks like passive mode is not correctly 
| |implemented. Active mode doesn’t work on networks 
| |with NAT, so it is acceptable that active mode 
| [doesn't work with MAP-T either. 
4------------- A O == O ================= 
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As 1153 FileZilla FTP 
4R-——---------- pose ee Lo E MIDI DU LL IA LE M eS * 
[Test Item [Remote access and file transfer software 
4R--——---------- E O O O se + 
| Sub-Item [FileZilla ftp | 
4+------------- EA O == + 
| Test OS |Linux, Windows 7, Windows XP 
4R-——---------- {SS O LL eee E C * 
[Software [3.5.3 (Linux, Windows 7, Windows XP) | 
| Version | | 
HH e epe douce HESS SSE EE as en Ene nt See SSS See + 
|Test [Check whether it is possible to log into a remote 
udis Pe server behind the double translation of MAP-T. | 
Hs SSS Pome SSS Se Se SS en ie Se SSS SS SSS SSeS + 
|Test |1. Download and install FileZilla. | 
|Procedure |2. Connect to an FTP server outside MAP-T network. | 
| |3. Attempt to create, delete, and browse folders. | 
| |4. Attempt to list, send, and receive files. 
4R-——---------- qoo p o a * 
Expected To complete all de described actions in the server. 
Result 
4R-——---------- e b UE C E * 
[Actual Result |Passed 
4+------------- rr EUREN ERR dt * 
[Remarks [FileZilla default configuration uses passive mode. | 

When using active mode, FileZilla can't list, send, 

| or receive files. 
+------------- $ O O O = + 
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A.11.4. WGET 
+—============ + == === == == == === === === === === === == == == a + 
|Test Item |Remote access and file transfer software 
de 2222 ic cia al ii + 
| Sub-Item |wget | 
Hosea Sto Se aS des SSS iS aa Se ee see + 
|Test OS | Linux | 
a 2325 SS å et lg ss rer be 57998952522 SS Se Ss SS + 
| Software |2134 | 
Version | 
$ 4----------------------------c------------------------ * 
| Test [Check whether it is possible to download files with | 
[Objective [the wget tool and utilize its functionalities behind | 
| |the double translation of MAP-T. 
4------------- A O == O ================= + 
| Test |1. Install the wget tool. 
[Procedure |2. Perform the download of a file in the Internet. | 
| |3. Check whether the download is completed. 
STE dS Sa a a EE SES O ee ee eo + 
|Expected |User can download files from the Internet with wget. | 
Result 
+—============= ——JK——Km 71] v O O LLELLER + 
|Actual Result |Passed 
eter rd Es ee ee a GRAS de tr re ae ee ee fa faar ritene rd at + 
| Remarks | 
$ 4------------------------c---c--c------------------------ * 
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A.12.1 Avira 
R------------- a ai cialis ise + 
| Test Item [Antivirus update 
+—============ A O E E A A E E + 
| Sub-Item |Avira | 
+—============ R-—--------------------------------------------------- * 
| Test OS [Windows 7, Windows XP 
+—============ AR STEG AR PORRAS EKTET EKNE RETTE TE ETE EE + 
| Software |12.0.0.289 (Windows 7, Windows XP) 
|Version | | 
+—============ A O O sr + 
| Test [Check whether the update software of Avira Antivirus | 
Objective can connect to the update server and download files 

behind the double translation of MAP-T. 

R-—----------- A O === == === === == === == === =—===—=—=—=—== + 
|Test |1. Download and install Avira Antivirus. 
|Procedure |2. Initiate the update of the software. 
| |3. Check whether the main window indicates that the | 
| | definitions of virus are updated. 
+—============ un DD LE erte EE fr ke aaa + 
| Expected |Avira can update virus definitions from inside a | 
[Result |MAP-T network. 
a —————À 
[Actual Result |Passed 
R------------- Pee a a a S a a + 
| Remarks | 
+—============ -—--------------------------------------------------- * 
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+—============ +—= === nn == === == === === === === + 

|Test Item |Antivirus update 

$ o ais ica ie ie + 

| Sub-Item | AVG | 

+—============ -—--------------------------------------------------- * 

| Test OS [Windows 7, Windows XP 

+—============ ——mv O E + 

| Software |2012.0.2197 (Windows 7, Windows XP) | 

Version | 

$ hostias pesas + 

| Test [Check whether the update software of AVG Antivirus 

[Objective [can connect to the update server and download files | 

| |behind the double translation of MAP-T. 

$ PSS SSE nerd eae RES Sean 35 + 

| Test |1. Download and install AVG Antivirus. 

[Procedure |2. Initiate the update of the software. 

| |3. Check whether the main window indicates that the | 

| | definitions of virus are updated. 

+—============ +—= === === E ET === == === === == === == === == === —=—=—== + 

Expected AVG can update virus definitions from inside a 

Result MAP-T network. 

Ines EN EEE 

|Actual Result |Passed 

+—============ FEST ERE AS ES aaa ise esas + 

| Remarks | 

R------------- A O O === === == === == === === === === + 
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A.12.3 Avast 
$ A O == === == == === == === == + 
|Test Item |Antivirus update 
+—============ o E E iaa ica ie ie + 
| Sub-Item |Avast | 
+—============ +—= === O === == === === == === == === == === —=—=—== + 
|Test OS |Windows 7, Windows XP 
+—============ to === === == =—=——=——=———— O === === == === == === =—=== === == + 
| Software |7.0.1456 (Windows 7, Windows XP) 
|Version | | 
+—============ ET KE sk ED EE GE TRE Se eases + 
|Test |Check whether the update software of Avast Antivirus | 
|Objective |can connect to the update server and download files | 
| |behind the double translation of MAP-T. 
$ PSS 232 STK ET KS asS + 
|Test |1. Download and install Avast Antivirus. 
|Procedure |2. Initiate the update of the software. 
| |3. Check whether the main window indicates that the | 
| | definitions of virus are updated. 
+—============ -—--------------------------------------------------- * 
Expected Avast can update virus definitions from inside a 
Result MAP-T network. 
Ines e menn E 
|Actual Result |Passed 
$2 fs aaa RS + 
| Remarks | 
R------------- A O O === === == === == === === === === + 

Cordeiro, et al. Informational [Page 49] 


RFC 7703 


MAP-T Testing 


November 2015 


A.13 Media Player Updates and Video Streaming 
A.13.1 VLC 
4------------- $ - - = - = = + 
|Test Item |Media player updates and video streaming 
4------------- $ - - - - - = + 
| Sub-Item | VLC | 
4------------- 4----------------------------------------------------- t 
| Test OS | Linux, Windows 7, Windows XP 
4------------- $ - - - - = = + 
|Software |2.0.3 Twoflower (Linux, Windows 7), 2.0.1 Twoflower | 
|Version | (Windows XP) 
4------------- $ - - - - = = + 
|Test |Check whether VLC can connect to the update server, 
Objective download files, and access media content 
providers behind the double translation of MAP-T. 
4------------- $ - - - - - - = + 
|Test |1. Download and install VLC. 
|Procedure |2. Initiate the update of the software. 
| |3. Check whether the update window indicates a 
| | connection to the server. 
4. Open the menu "Internet" and access a Channel. 
| |5. Check whether the media content is loaded. 
4------------- $ - - - = = = + 
|Expected |VLC can be updated and access content providers from | 
|Result |inside a MAP-T network. 
ps e i 
|Actual Result |Passed 
4------------- $ -- - - - = + 
|Remarks | 
4------------- $ - - - - - = = = + 
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A.13.2 RealPlayer 
4------------- A AAC E + 
| Test Item | Media player updates and video streaming 
de 223 cs ici a ii + 
| Sub-Item [RealPlayer 
Hosea Sposa aS a ee arr nd + 
|Test OS |Windows 7, Windows XP 
a 325 2=S a Ss eS Se + 
|Software |15.0.6.14 (Windows 7, Windows XP) 
Version | 
$ E O + 
| Test [Check whether RealPlayer can connect to the update 
[Objective [server and download files, and access media content | 
| |providers behind the double translation of MAP-T. | 
$ 4-----------------------------c------------------------ * 
| Test |1. Download and install RealPlayer. 
[Procedure |2. Initiate the update of the software. 
| |3. Check whether the update window indicates a 
| | connection to the server. 
| |4. Open the "Online Guide". 
| |5. Check whether a web page is loaded. 
$ Proa ios SS Ss Se Hi SS 225 + 
| Expected |RealPlayer can be updated and connect to content | 
PEE [providers from inside a MAP-T network. 
—Ó "—————— — ; 
[Actual Result |Passed 
4------------- 4----------------------------------------------------- * 
| Remarks | 
+============= Ea de aadnk sr ert ceu + 
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A.13.3 Windows Media Player 
4------------- A O == == O O + 
| Test Item [Media player updates and video streaming 
de 253 HS => SS ++ er re dette 2 ES + 
| Sub-Item |Windows Media Player 
a a SHS Pose asap SoS eee SE + 
|Test OS |Windows 7, Windows XP 
=== 2325 2=S hase Er Ke SS Ss 2995222282223 HF 8 + 
| Software |12.0.7600 (Windows 7), 11.0.5721 (Windows XP) | 
Version | 
+============= + == === == == == == === === === === === == == == == ================= + 
|Test |Check whether the Windows Media Player can connect 
|Objective [to the update server and download files, and access | 
| |music content providers behind the double 
| [translation of MAP-T. 
PRESS a ii + 
| Test |1. Download and install Windows Media Player. 
[Procedure |2. Initiate the update of the software. 
| |3. Check whether the update window indicates a 
| | connection to the server. 

4. Open the "Media Guide". 
5. Check whether a web page is loaded. 

Jonas SS ee rd oral + 
| Expected [windows Media Player can be updated and connected to | 
as eee providers from inside a MAP-T network. | 
$ A KE EE ee SETE a + 
|Actual Result |Passed 
+—============ A O cons + 
| Remarks | 
Has AS y or dr an nn Se eae + 
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e a iii SS SSS ii + 
| Test Item [Network testing tools 
$ Ae ce oe eg a a a e ee + 
| Sub-Item |ping | 
pecee-cLel-- HS HRS A er er Ss Se 235995357385 + 
| Test OS | Linux, Windows 7, Windows XP 
$ ii ee lad at + 
|Test |Check whether the ping tool can send and answer 
|Objective |ICMP packets to and from hosts outside the MAP-T | 
| |network. | 
$ a A + 
Test 1. Ping a known host outside the MAP-T network 
Procedure (www.google.com, for instance). 
| |2. Check whether there are answers to the pings. | 
| |3. Ping the MAP-T client tested from a known host | 
| | outside the MAP-T network. 
| |4. Check whether there are answers to the pings. | 
Ed tb => REE GATE EE AT ET EE SKEE ae ET SEAN SEE + 
| Expected |MAP-T client can send and answer pings to and from | 
[Result [hosts outside the MAP-T network. 
ER a ee 
[Actual Result |Failed to receive inbound pings, but replies to | 
[Version | requested pings are received. 
+—============ ema =a ae ae EE ee ee EP UEM + 
|Remarks |The version of MAP-T 1.1 tested does not allow | 
| [incoming connections to the MAP-T client. 
ES SS A PS A A O DICATIS + 
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A.14.2 traceroute 
4------------- A O O O == =============== + 
| Test Item [Network testing tools 
de >= === a SS ii Y + 
| Sub-Item |traceroute 
Hosea Ses ==> a a a ia ni + 
| Test OS | Linux | 
+—============ pet SSS 55 ee er SS aS aks dekoder + 
|Test |Check whether the traceroute tool can identify each | 
|Objective [router in the path of a packet sent to a host | 
| loutside the MAP-T network or sent from that host | 
| |to the MAP-T client. | 
$ A O O O O er + 
| Test |1. Install the traceroute tool on both machines 
Procedure | considered. 
2. Open a terminal on the MAP-T client and execute 
| | a traceroute to a known host outside the MAP-T | 
| | network (www.google.com, for instance). 
| |3. Check whether the route is traced until the known | 
| | host and the list of intermediary routers is | 
| | complete. | 
4. Open a terminal on a host outside the MAP-T 
| | network and execute a traceroute to the MAP-T | 
| | client. | 
| |5. Check whether the route is traced until the MAP-T | 
| | client and the list of intermediary routers is | 
| | complete. | 
$ a si ke S + 
| Expected |The traceroute tool can map the complete route of a | 
eee [uses to and from the MAP-T client. 
eese ai a a e + 
|Actual Result |Failed 
4------------- SR RSS NR crecen ee mE * 
| Remarks |After the first v4/v6 translation, the routers are | 
| |not mapped by the traceroute. 
$ 4-------------------c-----c-c-c------------------------ * 
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[Check whether the tracert tool can identify each | 


[router in the path of a packet sent to a host 


[outside the MAP-T network. 


1. Open a terminal on the MAP-T client and execute 
a tracert to a known host outside the MAP-T 

for instance). 

2. Check whether the route is traced until the known 
host and the list of intermediary routers is 


network (www.google.com, 


3. Open a terminal on a host outside the MAP-T 
network and execute a tracert to the MAP-T client. 

4. Check whether the route is traced until the MAP-T 
client and the list of intermediary routers is 


| 
| 
| complete. 
| 
| 


complete. 


|The tracert tool can map the complete route of a | 


|packet to and from the MAP-T client. 


|After the first v4/v6 translation, the routers are | 


[not mapped by the traceroute. 
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